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Liquid chromatography (LC) coupled to accurate MS/MS is 
the predominant technique to analyze complex mixtures of 
small molecules in various matrices1,2. Compound annota-

tion in untargeted LC–MS/MS analyses is mostly performed by 
similarity matching of the experimental spectra against libraries of 
spectra of known compounds such as NIST (NIST Tandem Mass 
Spectral Library), MassBank of North America (MassBank.us;  
http://massbank.us) or other large public repositories such as 
Global Natural Products Services (GNPS)3. Recovering correct hits 
therefore relies on the accuracy of the MS/MS similarity algorithm.

In proteomics, much research has been devoted to improving 
accuracy in matching MS/MS spectra to peptides and proteins, 
including research on false discovery rates (FDRs)4–7. Conversely, 
for small-molecule research, MS/MS-matching algorithms have not 
been extensively tested to date. Most software programs rely on dot 
product vector calculations for MS/MS similarity testing, some-
times by weighing specific ions more than other ions8,9. However, 
comparing two data matrices in mathematical terms is very often 
probed in various fields of science, from image analysis to statistics. 
We hypothesized that other algorithms in matrix comparison might 
be more suitable for MS/MS similarity matching than dot product 
similarity scores.

To this end, we found that 42 methods could be successfully 
adapted for testing their suitability for small-molecule MS8,10–14. In 
addition, we developed a tool that outperformed all classic algo-
rithms by adapting concepts from information theory. We termed 
this method ‘spectral entropy similarity’ and applied this method 
to data processing by utilizing the information content in MS/MS 
comparisons. We comprehensively compare the accuracy of spec-
tral entropy similarity searches by using the NIST20 library and we 
show its robustness against other scoring algorithms even if ran-
dom noise ions are added to test spectra. However, mass spectrome-
trists have to embrace further tools to improve overall confidence 
in small-molecule annotations. The number of possible isomers in 

small-molecule research is so large that only a combination of accu-
rate MS/MS data with retention time, collision cross-section data 
and biological background information will eventually yield overall 
high confidence in compound identification.

Results
Using spectral entropy as metrics for spectral information. 
Collision-induced dissociation tandem mass spectra represent the 
likelihood of fragmentations and rearrangements and the relative 
stability of fragment ions until they are recorded in the MS detec-
tor. Because small molecules can have drastic differences in bond 
energies as well as in stabilizing molecule substructures (such as 
aromatic rings), the number of fragment ions per MS/MS spectrum 
varies drastically across all molecules in mass spectral libraries. 
Often, small molecules yield only a few abundant fragment ions in 
MS/MS. While it is well recognized that the chances of false-positive 
identifications depend on the overall number of fragment ions, the 
intensities of ions also confer important information.

A suitable measure for the total information content of an MS/
MS spectrum may therefore be spectral entropy, an application of 
Shannon entropy from information theory15 (Fig. 1a). Based on this 
definition, the minimum spectral entropy is zero for a single frag-
ment ion (Fig. 1b). If all ions have the same intensity, a maximized 
spectral entropy is reached at ln (number of ions). We can calculate 
a normalized spectral entropy to range between 0 to 1 by dividing 
the spectral entropy by ln (number of ions). Example spectra show 
typical number of fragment ions ranging from 1–50, but neither the 
size of the molecule nor the apparent complexity of structures are 
sufficient to readily predict the number of observed fragment ions 
(Fig. 1b and Extended Data Fig. 1). For example, the complex mol-
ecule guanosine yields only one abundant fragment ion, whereas 
the smaller and less-complex amino acid valine gives multiple 
abundant ions owing to a large diversity of stable fragmentation and 
rearrangement reactions. Hence, while spectral entropy increases 
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with the number of fragment ions, the information content varies 
by fragment intensity, leading to a nonlinear relationship (Fig. 1c).

When querying the NIST20 high-resolution MS/MS library, 
spectra with ten fragment ions had the highest density of spec-
tral entropies ranging from S = 0.5–2.0. At entropy S = 1.0, spectra 
encompassed 3–15 fragment ions (Fig. 1c). The NIST20 mass spec-
tral library is a commercial database that undergoes extensive manual 
validation and verification steps, contributing to the high reliability 
of this resource. In comparison, the freely downloadable databases 
MassBank.us and GNPS cover more molecules such as natural prod-
ucts but may include a substantial fraction of noise-containing MS/
MS spectra or impurities. Consequently, the distribution of spectral 
entropies differs between the three MS/MS resources (Fig. 1d). The 
NIST20 database contains spectra generated in-house from QTOF 
and Orbital Ion Trap mass spectrometers, with 57% of the mass 
spectra ranging from spectral entropy S = 1–3 (Fig. 1d), with a max-
imum density at S = 1. In comparison, MassBank of North America 
accumulates publicly available mass spectra from across the world 
and any type of instrument. Its entropy range is found between 0–5 
covering for 48% of its mass spectra between S = 1–3. The natural 
products GNPS database shows a similar entropy density of S = 1–3 
of 48% (Fig. 1d) as MassBank.us, but a significantly higher number 

of compounds exceeding S = 5, possibly reflecting the diversity of 
molecules and data-processing methods.

We found a notable contribution of low-abundant ions to spec-
tral entropy. In experimental mass spectra, low-intensity ions can 
originate from interference with background chemicals or even 
co-eluting isobaric compounds, in addition to instrument-related 
background. Those noise ions negatively affect the quality and 
confidence in spectral identifications. When restricting noise 
ions by removing all signals with <1% base peak intensity, GNPS 
showed a significantly lower number of spectra with entropy lev-
els S > 5, much more in line with spectra found in the MassBank.
us (Supplementary Fig. 1). Although there is no generally accepted 
limit to automatically detect and remove noise ions for single mass 
spectra, it seems that S > 5 may indicate a higher contribution of 
low-abundant ions. Such limits may be useful for library curation 
and automatic data-processing workflows.

The extent of MS/MS fragmentation is determined by 
both the molecular structure and the energy applied in the 
collision-induced dissociation. Consequently, the median entropy 
of all high-resolution NIST20 compounds increased from entropy 
S = 0.7–0.8 at <15 eV collision energy to S = 1.8–2.5 at >45 eV col-
lision energy (Extended Data Fig. 2a). We also observed slightly 
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higher median entropy levels for MS/MS spectra of positively 
charged molecules than under negative electrospray conditions 
(Extended Data Fig. 2a). These findings imply that spectral infor-
mation is richer at collision energies >15 eV. Individual molecules 
with different collision energies in the NIST20 library showed much 
larger increases in spectral entropy under positive electrospray MS/
MS than under negative electrospray conditions (Extended Data Fig. 
2b), confirming the spectral entropy density diagrams in Extended 
Data Fig. 2a. Initial stark increases in spectral entropy at low col-
lision energy differences were followed with linear association of 
collision energy differences and entropy levels between 10–37 eV, 
followed by shallower increases. That means, drastic increases 
from the lowest energy MS/MS spectrum will not lead to propor-
tionally equal drastic increases in spectral entropy: the number of 
ways how small molecules fragment and rearrange are limited. At 
>45 eV collision energy under positive electrospray conditions, the 
highest entropy density was found at S = 3 (Extended Data Fig. 2a), 
suggesting that such high-energy collisions should only be used for 
compounds that show very little fragmentation at lower energies. At 
spectral entropy levels S > 3, molecules tend to fragment so heav-
ily that mechanistic interpretations of neutral losses and secondary 
fragmentations are impeded (Extended Data Fig. 1). While most 
compounds showed information-rich fragment spectra without 
fragmenting too strongly between 20–40 eV collision energies, dif-
ferent classes of molecules showed different ranges in entropy levels. 
We used the ClassyFire algorithm16 to categorize compound classes 
that were represented by at least 50 molecules in the NIST20 library 
(Extended Data Fig. 3). For example, lipids showed higher entropy 
levels in both (+) and (−) electrospray conditions than any other 
compound class. Nucleosides showed the lowest entropy levels in 
(+) electrospray, but still slightly higher than benzenoids or organo-
sulfur compounds under (−) electrospray conditions (Extended 
Data Fig. 3). Therefore, MS/MS acquisitions at different collision 
energies is highly advisable for untargeted metabolome or expo-
some studies.

Using spectral entropy for spectral similarity comparison. 
Spectral entropy is particularly useful as a measure to improve the 
reliability of MS/MS similarity searches between experimental and 
library spectra. The most commonly used spectral similarity mea-
sure is the dot product (cosine) similarity algorithm.8 This method 

converts two spectra into two unit-vectors and then uses the cosine 
of the angle between the two vectors to represent their similarity 
(Fig. 2a). We here propose using the difference in information con-
tent, spectral entropy, as a standard method for small-molecule MS/
MS similarity matching.

The physical meaning of the entropy distance is that entropy 
(chaos) increases when two molecule ion sets are mixed. Hence, 
entropy distances are calculated by constructing a mixed spectrum 
of two input spectra (such as an experimental and a library spec-
trum) and calculating the distance by subtracting the entropy of 
each of the two input spectra from the mixed spectrum (Fig. 2b). 
The unweighted entropy similarity is then calculated from this 
entropy distance divided by the normalized maximum entropy dif-
ference (term ln4 in Fig. 2b). We have extended this entropy simi-
larity calculation to accommodate for the fact that highly abundant 
MS/MS fragment ions are often shared between structurally similar 
molecules, for example, representing stable heteroatom ring struc-
tures. An example is given in Extended Data Fig. 4 comparing MS/
MS spectra of ADP and ATP, both showing the adenine fragment 
m/z 136.062 as base peak. Hence, the difference between highly 
similar structures may best be discerned from low-abundant ions, 
which is even more important for compounds with overall low 
spectral entropy values. Hence, we here suggest a weight function 
to emphasize low-abundant ions especially for low-entropy MS/MS 
spectra to calculate the similarity between two small-molecule MS/
MS spectra, called entropy similarity (Extended Data Fig. 5). To this 
end, a dynamic exponential weight function with subsequent nor-
malization was applied to spectra with low spectral entropy S < 3, 
which are typically found in small-molecule libraries.

Benchmarking the performance of 43 MS/MS similarity mea-
sures. It is surprising that researchers have not systematically evalu-
ated mass spectral similarity scores for small-molecule MS. Once 
datasets are expressed as matrices, many algorithms for similarity 
testing have been studied in different fields of science, ranging from 
information theory to machine-learning approaches17,18. Including 
similarity entropy, we found and implemented a total of 43 different 
methods that were suitable to be used in MS/MS spectral similar-
ity comparisons when systematically searching for similarity algo-
rithms in a variety of journals10,17–19 (Supplementary Note 1). In 
total, we selected 434,287 spectra from the NIST20 library that were 
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associated with either [M + H]+ or [M − H]− adduct ions, account-
ing for a total of 25,138 molecules. For each test spectrum, all MS/
MS spectra within 10 ppm of the tested precursor mass were selected 
for benchmarking the MS/MS similarity algorithms. We used only 
protonated or deprotonated ions because these adducts were found 
to be the most common ion species. If we had selected additional 
adducts such as [M + Na]+, fewer isomers would be retrieved for a 
given accurate precursor mass, leading to an artificially higher rate 
of true positives. Overall, our algorithm benchmarking tests there-
fore included 25,555,973 pairs of mass spectra that originated from 
identical molecules (recorded with a different mass spectrometer or 
recorded with the same mass spectrometer at a different collision 
energy), but also mass spectra from isomeric structures or isobaric 
molecules, with 10 ppm precursor mass differences. These com-
parisons enabled us to enumerate true-positive and false-positive 
spectral hits. Histogram diagrams for the number of mass spectra 
and the number of achiral molecule structures within 10 ppm pre-
cursor mass windows are given in Supplementary Fig. 2 to give an 
overview of the NIST20 spectral databases used to determine FDRs.

We used each of the 434,287 MS/MS spectra and searched them 
against all alternative candidate spectra and candidate molecules 
in the NIST20 library within 10 ppm precursor mass windows. We 
performed the search with two different parameters: with or with-
out the precursor ions removal. Using the first part of InChIKeys, 
we calculated true-positive and false-positive rates to construct 
receiver operating characteristics (ROC) curves (Fig. 3). Some simi-
larity algorithms were clearly underperforming, such as Canberra 
similarity or Wave hedges similarity, giving the worst areas under 
the receiver-operator curve (AUC; Supplementary Table 1). On the 
other hand, 27 algorithms showed better AUCs than the classic dot 
product similarity method; for example, Bhattacharya 1 similarity 
and Harmonic mean similarity. Notably, across all 43 tested MS/
MS similarity methods, the entropy similarity showed the best per-
formance with an AUC = 0.958, closely followed by the unweighted 
entropy similarity method. To test the robustness of results when 
using different spectral databases, we repeated this test using 
90,382 high-quality MassBank.us spectra and yielded very similar 
results (Extended Data Fig. 6 and Supplementary Fig. 3). These 
data suggests that entropy similarity is the most useful method in 
small-molecule MS/MS similarity matching.

Next, we tested the robustness of all algorithms against the con-
tribution of noise ions. To this end, we artificially added noise ions 
to each queried MS/MS spectrum in a randomized way with differ-
ent magnitudes and numbers of noise ions20. The resulting bench-
mark tests showed a remarkable robustness of the entropy similarity 
method (Fig. 4 and Supplementary Table 1). Neither an increase in 
total noise intensity (Fig. 4a) nor an increase in the number of noise 
ions (Fig. 4b) dramatically changed the performance of entropy 
similarity, which continued to outperform all other methods in all 
comparisons. In comparison, the AUCs for dot product similarity 
steadily worsened with more intense noise signals (Fig. 4a). Dot 
products similarities were also drastically reduced by the presence 
of even a single intense noise ion (Fig. 4b). In conclusion, spectral 
entropy similarity proved to be more robust than dot product simi-
larity under the impact of noise ions.

Finally, we tested the performance of spectral entropy similar-
ity by benchmarking the NIST20 library using QTOF MS/MS and 
orbital ion trap MS/MS spectra against each other. This test was con-
ducted to simulate a typical use of MS/MS libraries in experimental 
laboratories where users do not separate libraries into different sets 
of instrument-dependent mass spectra. As expected, the best AUCs 
were obtained when NIST20 mass spectra were compared against 
mass spectra of the same instrument type (Supplementary Fig. 4 
and Supplementary Table 1). However, acceptable AUCs were even 
obtained when searching QTOF spectra against orbital ion trap MS/
MS libraries or vice versa. In all these comparisons, entropy similar-
ity queries performed best across all 43 similarity search algorithms 
(Supplementary Table 1).

FDR using MS/MS entropy similarity searches. FDRs in MS/MS 
similarity matching has not been widely explored. In classic untar-
geted LC–MS/MS studies in metabolomics, lipidomics or exposome 
research, scientists rely on accurate mass and MS/MS matching for 
compound annotations. Usually, thresholds for similarity scores are 
employed above which annotations are stated to be likely correct, 
for example, scores at >0.7 or >0.8 similarity. Using the NIST20 
library, we explored how often incorrect achiral molecules are 
retrieved by entropy similarity at different similarity thresholds 
(Fig. 5). Notably, about 15% of all searches of spectra with S > 1 
yielded false discoveries (Fig. 5a) even at high similarity scores of 
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0.9. Information-poor (low-entropy) spectra at S < 1 yielded FDR 
levels >23%. Unweighted entropy similarity gave higher error rates 
at FDR > 35% at similarity scores of 0.9, demonstrating the impor-
tance of low-abundance ion weighting for MS/MS spectra at S < 1.

At very high similarity scores >0.95 we found an increase in 
FDRs in the NIST20 library. This increase is due to mass spec-
tra of isomers that cannot be distinguished by MS/MS alone. For 
example, isomeric molecules might only differ by the position of a 
single bond, for example, a single methoxy-group on an aromatic 
ring (Extended Data Fig. 7). Hence, we extended the search for 

true-positive molecules to isomers that differed from the test mol-
ecule by exactly one bond. We specified this test as ‘one-bond differ-
ence MS/MS similarity’ by maximum common substructure (MCS) 
calculations. Using MCS calculations, we determined the difference 
between the number of bonds in test molecules and corresponding 
isomers (Extended Data Fig. 7). Application examples are given in 
Supplementary Fig. 5. With an entropy similarity cutoff of 0.75, we 
then selected all false-positive hits and calculated their bond differ-
ence to the true-positive molecules (Supplementary Fig. 6). About 
30% of the false positives were one-bond isomers and 21.5% were 
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two-bond isomers. Three-bond and higher-bond isomer differences 
showed fast decreasing proportions. When rating such one-bond 
isomers as true-positive hits, FDRs markedly improved (Fig. 5b). 
For MS/MS spectra between S = 1 and S = 3, FDRs declined to 
<10% at a similarity score of 0.9. Information-poor MS/MS spectra 
at S < 1 as well as highly fragmented spectra at S > 3 yielded FDRs of 
12%. These tests showed that FDRs clearly depend on MS/MS infor-
mation quality as defined by spectral entropy. In general, similar-
ity scores>0.75 should be employed in untargeted MS/MS searches 
to keep FDRs at acceptable levels. Results from MS/MS similarities 
should be ranked based on differences in scores to consider several 
molecules with close MS/MS similarity scores, instead of relying 
only on the top hit. In addition, comprehensive compound annota-
tions should include chromatographic, biological and ion mobility 
likelihoods if possible.

Performance of entropy similarity in experimental data. As a first 
test to evaluate the entropy similarity’s performance in experimen-
tal data, we selected 37,299 MassBank.us spectra with S > 0 from our 
experimental Natural Products Library (VF-NPL) and matched these 
spectra against the NIST20 library. Fifty-six percent of the test spec-
tra did not yield a single hit in the NIST20 library within a 10-ppm 
precursor mass window. Of the remaining 16,059 MS/MS test spec-
tra, 24.5% did not have a possible true-positive molecule match 
in the NIST20 library, even when extending molecule searches to 
one-bond-different isomers. Hence, these experimental spectra could 
have easily caused false-positive hits. Like in high-throughput labora-
tory metabolomic experiments, true-positive matches were counted 
only for the top hit in MS/MS similarity searches. Hence, we did not 
constrain the search by presence of the queried experimental mol-
ecules in the target MS/MS library, and we did not constrain searches 
to specific types of mass spectrometers or MS/MS energies. Such set-
tings reflect a typical use of libraries in an experimental metabolomics 
laboratory but may yield a higher FDR compared to computationally 
generated virtual spectra that fit specific MS/MS settings. Overall, we 
found consistently better FDR values using entropy similarity than 
using dot product MS/MS similarity searches (Fig. 6a). Entropy simi-
larity achieved FDR < 10% even at a modest cutoff threshold at 0.75 
similarity score, whereas dot product similarity barely reached 15% 
FDR > 0.95 similarity score thresholds (Fig. 6a).

As a second test to showcase the practical use of entropy similar-
ity versus classic MS/MS matching, we used a metabolome dataset 

of the human upper gut intestinal tract (MetabolomicsWorkbench 
ST001794). By retention time and MS/MS matching, and by careful 
manual curation, we annotated 770 metabolites21. These 770 com-
pounds were used as ‘true positives’ for method comparisons. Just as 
in the first test above, we found large differences in FDRs between 
dot product and entropy similarity (Fig. 6b). At a 0.75 similarity 
score threshold, we obtained only 26 false-positive annotations by 
precursor ion exclusion and entropy similarity (5.8% FDR), com-
pared to 50 false-positive annotations (9.6% FDR) using dot product 
similarity of full mass spectra. In addition, the use of entropy simi-
larity yields many additional high-quality MS/MS hits for metabo-
lite annotations. However, such hits require further validation by 
retention time or collision cross-section (CCS) matching to yield 
higher confidence levels. We therefore constrained these hit lists 
using the Retip22 software to exclude metabolites outside the pre-
dicted retention time windows. With this combination of entropy 
similarity and retention time prediction, we retrieved 177 annotated 
compounds from the previously unknown, manually curated data-
set (Supplementary Table 2). In summary, these results demonstrate 
that entropy similarity with precursor ion exclusion yields better 
performance under real experimental settings than current practice 
in metabolomics laboratories.

Third, the use of entropy similarity has an additional practical 
use for experimental LC–MS/MS data over dot product similarity 
algorithms. Experimental MS/MS spectra may show a large number 
of noise ions, but thresholds for noise ions are not clearly defined. 
When plotted as a histogram of adjusted normalized entropies, 
our experimental data showed a distinct distribution of all anno-
tated metabolites with a marked difference from noisy spectra of 
unknowns (Extended Data Fig. 8). MS/MS spectra that did not lead 
to successful metabolite annotations showed a sharp increase in fre-
quency toward the high end of the scaled data range (1.0). Hence, 
normalized entropy values can be used to automatically discard 
spectra as ‘poor quality’ without manual interaction, which may be 
very helpful for fully automated databases such as GNPS.

discussion
Entropy is widely used in information theory. We here exploit infor-
mation theory to convert MS/MS spectra into probability distribu-
tions. Subsequently, relative entropy can be used to compare two 
different probability distributions. The symmetric form of relative 
entropy, Jensen–Shannon divergence, is mathematically equivalent 

Entropy similarity Dot product similarity

a b

0

0.1

0.2

0.3

0.4

0 0.25 0.50 0.75 1.00

Similarity score

F
D

R

0

0.05

0.10

0.15

0 0.25 0.50 0.75 1.00

Similarity score

F
D

R

Fig. 6 | Relationship between FdRs and spectral similarity in experimental spectra. a, Matching 37,299 natural products experimental MS/MS spectra 
(downloaded from the MassBank.us VF-NPL library) against the NIST20 library. b, Matching 770 experimental human gut intestinal spectra against the 
NIST20 and MassBank.us libraries.
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to the unweighted entropy similarity we used here (Supplementary 
Note 2). We improved performance of entropy similarity in MS/
MS matching by adding weights on the ion intensities in a heuris-
tic manner, especially to increase the relative weight of low-intense 
ions that are frequently observed in small-molecule MS/MS spectra.

To benchmark different MS/MS similarity methods we had 
to define the complement of true-positive hits. For experimen-
tal MS/MS similarity experiments, known reference chemi-
cals can be added into a sample matrix in a blinded fashion. The 
ENTACT study23,24 has been conducted to explore overall com-
pound identification schemes, but these data are not yet publicly 
available. Estimating FDR values is further complicated in untar-
geted LC–MS/MS analyses due to the impact of library sizes used 
for comparison. When very small compound libraries are queried, 
false-positive hits will be much less likely than if large libraries are 
used. But even for large matching libraries, false-positive hits may 
be rare if there is little structural or MS/MS overlap between experi-
mental and library entries. Alternatively, approaches to benchmark-
ing confidence in compound identification may rely on virtual, in 
silico-generated mass spectra. The problem with computational 
small-molecule decoy MS/MS libraries is that, by definition, such 
mass spectra have not been experimentally determined and may not 
reflect possible spectra of likely occurring small molecule. Hence, 
FDRs that are calculated based on computational decoy libraries 
may be artificially low25. In contrast, the NIST20 test library that 
we used to test the performance of entropy similarity contained 
many spectra of molecules that share high structural similarities. 
Our method development tests yielded even higher FDRs because 
the actual true spectrum (the NIST20 test spectrum) was removed 
from the NIST20 library itself. Positive hits were only found when 
spectra showed high similarity in slightly different collision ener-
gies. However, when applied to experimental spectra downloaded 
from MassBank.us and applied to the NIST20 library, we showed 
that entropy similarity outperformed FDR data compared to classic 
dot product similarity methods, despite differences in experimental 
settings such as noise levels and instruments of collision energies, 
similar to use in experimental nontargeted screening.

It is noteworthy that a range of other similarity scores also 
yielded better AUCs than classic dot product similarity. Specifically, 
the Fidelity score is a straightforward similarity assessment using 
the product of all matching ions, ignoring fragment ion mis-
matches. The Bhattacharya similarity uses a normalized variant 
of the Fidelity score and also reached very high AUCs, albeit still 
lower than achieved by entropy similarity. We noted that entropy 
similarity performed better than unweighted entropy similarity. 
This was especially true for spectra with low entropy at S < 1.5. Such 
low-entropy-spectra are a characteristic of small-molecule spectral 
libraries, simply because small molecules often do not have many 
fragile bonds to be fragmented in MS/MS experiments. In principle, 
power transformations at w < 1 as applied in our entropy similar-
ity formula increases the weight of low-abundant ions. However, if 
such power transformations are used for ion-rich spectra with high 
entropy values, similarity scoring performance is decreased. For 
this reason we added a cutoff threshold for spectra at S > 3. Here, 
we report an approach to extend MS/MS similarity measures to 
isomeric molecules using a one-bond-difference approach, with a 
marked improvement in FDRs. This approach is especially help-
ful in untargeted screens to find hits of highly similar structures, 
instead of simply using the top-scoring algorithm as the best hit.

The relationship between FDRs and spectral similarity scores 
depends on the quality of spectra. While noise ions generally 
decrease similarity scores, they do not necessarily increase the chance 
for false hits for a given MS/MS library. Hence, for high-quality 
spectra as used in the NIST20 library, higher similarity scores are 
needed for good FDRs than in typical experimental metabolomic 
or exposome MS/MS data sets. The entropy similarity score showed 

marked robustness against noise ions, independent of the number 
of ions or total noise intensity. In comparison, the performance of 
dot product similarity searches was more affected by noise ions. Our 
results show that accurate mass and MS/MS similarity alone will 
only give FDRs of <5% if either the molecule search databases are 
very small (if most false isomers can be excluded from searches by 
a priori information) or if isomers can be collapsed to highly similar 
structures. For such isomer-similarity searches, we here introduce a 
one-bond difference as a metric to improve FDR for collectives of 
highly similar molecules. Nevertheless, even with entropy similar-
ity scores, no single similarity threshold can be defined that would 
prevent false-positive discoveries. Instead, MS/MS similarity must 
be complemented by other experimental measures such as reten-
tion time matching22,26–28, molecular cross-section comparisons29,30 
or stable isotope labeling31 to add confidence in overall compound 
identification workflows.
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Methods
Calculating spectral entropy similarity. High-resolution spectra were 
downloaded from the licensed NIST20 library (NIST Tandem Mass Spectral 
Library, 2020 release). Additionally 142,903 experimental MS/MS spectra 
were obtained from the public MassBank of North America database (https://
massbank.us) and 33,019 mass spectra were downloaded from the GNPS (where 
library names start with ‘GNPS’). Metabolite structures were classified using the 
ClassyFire algorithm (final release, v.2.0) to assign compound class information 
to all individual molecules16. To calculate spectral entropy, the peaks from MS/
MS spectrum were centroided first, then all ion intensities were adjusted to have 
sum = 1, by dividing the ion intensities by the total intensity. Spectral entropies S 
were calculated from all ion intensities Ip according to equation (1):

S = −
∑

p
Ip ln Ip (1)

To calculate the unweighted entropy similarity between two mass spectra A and 
B, we first generated a combined mass spectrum AB by 1:1 mixing the normalized 
mass spectra A and B, merge ions with m/z in MS/MS tolerance and renormalized 
all ion intensities again to have sum = 1 by dividing the ion intensities by 2. The 
unweighted entropy similarity between mass spectra A and B is then calculated 
according to equation (2):

Similarity = 1 −
2 × SAB − SA − SB

ln 4 (2)

Figure 2 visualizes the procedures. To calculate entropy similarities by 
dynamically weighted factors, we applied an additional transformation to all ions 
in a spectrum if S < 3. Intensity weighted factors w were applied according to 
equation (3):

Inew = Iw with
{

w = 1(S ≥ 3)

w = 0.25 + S × 0.25(S < 3)
(3)

This transformation therefore gives more weight to low-intensity ions than to 
high-intensity ions. The transformed ion intensities were then normalized again to 
have all ion intensities summing to 1. We tested the different entropy cutoffs from 
0.5 to 5, compared the AUC in different benchmarking scenario and used 3 as the 
cutoff (Extended Data Fig. 5b). This transformation proved especially useful for 
low-entropy mass spectra that are characterized by a low number of total fragment 
ions (Extended Data Fig. 5a).

Benchmarking spectral similarity algorithms. Algorithms were compiled from 
a landmark report on mathematical similarity calculations. Some methods were 
found unsuitable for MS/MS similarity searches, such as algorithms that do not 
accept zero-intensity values. Overall, we implemented 43 different similarity 
algorithms (Supplementary Note 1) in Python 3.7.9. The source codes of the 
similarity algorithms are freely available from https://github.com/YuanyueLi/
SpectralEntropy. For similarity performance benchmarking, we used the NIST20 
and Massbank.us mass spectral database. The benchmarking code was written 
in Python 3.7.9 and R 3.6.3. To remove noise, low-abundance ions at <1% base 
peak intensity were removed, and ions were matched at 0.05 Da tolerance. The 
test spectrum itself was removed from the library. For each MS/MS similarity 
algorithm, true-positive matches were defined if the correct achiral structure 
was retrieved above a given similarity score, using the first term of the InChIKey. 
False-positive matches were recorded if a different molecule was found to score 
above a given similarity score, but not the true molecule itself. Ranking different 
hits was not performed (this method did not simply use the best-matching hit). 
FDRs were then calculated by equation (4):

FDR =
number of false positives

number of false positives + number of true negatives (4)

False-positive rates were calculated by equation (5):

False positive rate =
number of false positives

number of false positives + number of true negatives (5)

True-positive rates were calculated by equation (6):

True positive rate =
number of true positives

number of true positives + number of false negatives (6)

Adding random noise ions to MS/MS spectra. To test the robustness of the 
entropy similarity algorithm, noise ions were artificially added to NIST20 mass 
spectra on the basis of total relative intensity of added noise and based on the 
number of added noise ions. The relative intensity of spectral noise I was generated 
by λ = 1 Poisson distribution20 with equation (7):

f (I) =
λIeλ

I!
(7)

Here f(I) is the probability that peaks with this intensity will be generated.  
The m/z values of noise peaks were randomly sampled from a uniform distribution 
between 0 to the precursor ion m/z. Once a predefined number of noise ions  
were generated, their total intensity was normalized to the levels of experimental 
ion intensities.

Reporting Summary. Further information on research design is available in the 
Nature Research Reporting Summary linked to this article.

data availability
NIST Tandem Mass Spectral Library, 2020 release (NIST20) spectra are 
commercial available and can be purchased from multiple vendors. MassBank of 
North America database (Massbank.us) spectra can be freely downloaded from 
Massbank.us (https://massbank.us/). The metabolome dataset of the human upper 
gut intestinal tract can be freely downloaded from MetabolomicsWorkbench 
(https://www.metabolomicsworkbench.org/) with accession code ST001794. 
Source data are provided with this paper.

Code availability
The code for calculating spectral entropy and spectral similarity can be found at 
GitHub https://github.com/YuanyueLi/SpectralEntropy and at Zenodo https://doi.
org/10.5281/zenodo.5591020.
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Extended Data Fig. 1 | example spectra with different spectral entropy. examples of experimental MS/MS spectra downloaded from MassBank.us that 
are characteristic for spectra with entropy levels 0-4. The precursor ion is shown in grey.
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Extended Data Fig. 2 | Impact of collision energy on spectral entropy. (a) Spectral entropy violin density plots for low energy (<15 eV), mid-energy (15-
45 eV) and high- energy (>45 eV) high resolution NIST20 MS/MS spectra. (b) relationship between the increase of collision energy and the increase of 
spectral entropy in NIST20 MS/MS spectra for positively and negatively charged molecules.
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Extended Data Fig. 3 | distribution of spectral entropy within compound classes in the NIST20 MS/MS library consisting of at least 50 molecules with 
collision energies between 20–40 eV. The number of spectra is shown on the right of each compound class. For each boxplot, the center is the median. 
Left and right hinges depict the first and third quartiles. The whiskers stretch to 1.5-times the interquartile range of the corresponding hinge. (a) Positive 
mode electrospray MS/MS spectra (b) Negative mode electrospray MS/MS spectra.

NATuRe MeThOdS | www.nature.com/naturemethods

http://www.nature.com/naturemethods


Articles NaTurE METHoDS

Extended Data Fig. 4 | NIST20 Orbitrap MS/MS spectra for ATP and AdP at collision energy 30 eV. This comparison shows that similar structures may 
give highly similar mass spectra. Dot-product similarity yields much higher values, while differences between the mass spectra are most apparent for 
lower abundant ions that are emphasized by dynamic weighted similarity scores (for example for m/z 410).
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Extended Data Fig. 5 | Intensity weight for entropy similarity. (a) The relationship between spectral entropy and weights to be used in the spectral 
entropy similarity algorithm. (b) The relationship between normalized AUC and entropy cutoff.

NATuRe MeThOdS | www.nature.com/naturemethods

http://www.nature.com/naturemethods


Articles NaTurE METHoDS

Extended Data Fig. 6 | Receiver-operator characteristic curves for using MS/MS spectra from the Massbank.us database search against Massbank.us 
database. (a) Spectral similarity was compared without precursor ion removal. (b) Spectral similarity was compared with precursor ion removal.
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Extended Data Fig. 7 | Calculate the bond difference between molecules in chemical libraries. Isomer molecules that differed only by one bond were 
considered highly similar and therefore used as ‘true positives’ in FDr calculations in similarity calculations.
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Extended Data Fig. 8 | Frequency distribution of identified and unknown metabolites detected in a new experimental dataset from samples of the upper 
human gut intestinal tract. At (normalized entropy)4 > 0.8, identified metabolites are almost absent but spectra of unknown compounds show a rapid 
increase in frequency due to poor spectral quality.
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